
 

 

 

 

 

How to Create a Login.gov  

Account for use with SCORE 

Secure Two Factor Authentication Login for the SCORE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

1 Authentication process overview and requirements 
For added security, you will be required to set up an account with login.gov 

in order to log into SCORE using two factor authentication. You must enter 

a passcode sent to you via a text message or phone call.  A landline phone 

or a mobile phone is required to complete the authentication process.   
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2 Login Process 

2.1 Process steps 

This section specifies the detailed steps necessary to create an account 

with Login.Gov in order to set up your two-factor authentication that you will 

need to log into SCORE.  

To get started, enter the following URL into your browser 
htps://score.fmcsa.dot.gov/user 

2.1.1 Login Page 

 

 

       
    Continue 
        When you click the ‘Continue’ button, you will be redirected to Login.gov. 

 
Create Account  

https://score.fmcsa.dot.gov/user


You will be directed to the following login page as show above. Select the ‘Create Account’ link to begin the creation of your 
account 
 
 
 

2.1.2 Start Creating an Account 

 

 
Email Address  
Enter a valid email address that you will use to login  

 
Submit  
Once you have entered your email address, select ‘Submit’ 
 
 
 

 



2.1.3 Confirm Email Address 

 
Check Your Email  
After selecting ‘Submit’ from the previous step, the system will send a confirmation email to the email address you 
provided. Please check your email inbox and confirm that you have received the system email 
 

Resend Email 
If you do not receive the system email, then select the ‘Resend email’ link 

 
Use a Different Email Address 
If you would like to use a different email address than the one you have provided, please select the ‘Use a different email 
address’ link 

 

 

 

 

 

 

 



2.1.4 Confirm Email Address Contd. 

 

 

Check Your Email  
Once you open the system email from your inbox, select the ‘Confirm your email address’ button that is within the email. 
 

Email Link Time Limit 
Note that the link will expire in 24 hours from the time it is received  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



2.1.5 Create a Password 

 
 

Create a Password  
After selecting the ‘Confirm your email address’ button, you will be taken to a page to create your password. Enter a 
password that is at least 8 characters in length  
 

Show Password Checkbox 
Selecting the ‘Show password’ checkbox will display the password  
 

Continue 
Select ‘Continue’ once you have entered a valid password 
 

 

 

 

 

 

 

 



2.1.6 Add a Phone Number for Authentication 

 
 

International Code  
Select the appropriate international code for the phone number you will enter 
 

Enter Phone Number 
Enter a phone number that you will use for 2 factor authentications  
 

SMS/Phone Call 
Select to receive either an SMS text message or a phone call to receive your code (NOTE: If you have entered a landline 
phone number, you must select the ‘Phone Call’ option) 
 

Send Security Code 
Selecting the ‘Send security code’ button will send a code either via SMS text message or phone call, based on the selection 
you chose, to the phone number you have entered 
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2.1.7 Text Message Authentication  

      Tip: If you have selected the ‘Phone Call’ option, please skip to step 2.1.8 

 
 

Enter Code 
If you have selected the SMS text message method, then you will receive a text message with the one-time security code. 
Enter the security code in the ‘One-time security code’ field. (NOTE: The code received from the SMS text message will expire 
in 5 minutes from receiving it) 
 

Submit 
Once you have entered the code, select the ‘Submit’ button to proceed 
 

Additional Options 
There are several additional options located below the security code field 

o If you would like to have the code resent, then select the ‘Get another text message’ link  
o If you would like the one-time security code to be delivered via a phone call instead, then select the ‘get a security 

code via phone call’ link 
o If you would like to change the phone number that the one-time security code will be sent to, then select the ‘Use 

another phone number’ link 
 

 

 

 

 



2.1.8 Phone Call Authentication  

            Tip: If you have successfully entered your security code via the ‘SMS Text Message’ option, please skip to step 2.1.9 

 

 

Enter Code 
If you have selected the ‘Phone Call’ method, then you will receive a phone call with the one-time security code. Enter the 
security code in the ‘One-time security code’ field. (NOTE: The code received from the phone call will expire in 5 minutes from 
receiving it) 
 

Submit 
Once you have entered the code, select the ‘Submit’ button to proceed 
 

Additional Options 
There are several additional options located below the security code field 

o If you would like to have the code resent, then select the ‘Get another phone call’ link  
o If you would like the one-time security code to be delivered via a text message instead, then select the ‘get a security 

code via text message’ link 
o If you would like to change the phone number that the one-time security code will be sent to, then select the ‘Use 

another phone number’ link 

 

 

 

 



2.1.9 Issuance of Personal Key 

 
 
Enter Code 
After entering your one-time security code, you will be prompted to copy your personal key. Please save this key as you will 
need to enter the key in the next step. This personal key is used in the event that you lose access to the number you have 
entered to receive your one-time security code 
 

Get Another Key 
If you would like to generate another key, please select the ‘Get another key’ link 
 

Continue 
Once you have stored your personal key, select ‘Continue’ to proceed to the next step 

 

 

 

 

 



2.1.10 Enter Personal Key 

 

 

Enter Code 
Enter your personal key that was given in the previous step into the field 
 

Back 
If you would like to go back to view your personal key, select the ‘Back’ button 
 

Continue 
Once you have entered your personal key, select ‘Continue’ to proceed to the next step 

 

 

 

 

 

 

 

 



2.1.11 Account Creation Complete 

Account Creation Complete 
You have successfully created a login.gov account. You will be directed back to SCORE as a logged in user under the account 
you have just created 
 

 
 

3 Help 
To successfully log into SCORE, you must: 

• Have an active SCORE account 

• Register for Login.gov 

For Login.gov help, use the Login.gov help center: https://www.login.gov/help/ 

 

 

 

 

 

 

 

https://www.login.gov/help/
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