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OVERVIEW

FMCSA is transitioning from the traditional ID and password login to a more secure
method using Login.gov and multi-factor authentication (MFA). Effective December
2024, registered insurance companies, financial institutions, and Blanket Agents (BOC-
3 filers) will no longer be able to use their current FMCSA Licensing and Insurance (L&l)
username and password to access their e-Filer account page. As part of a federal MFA
mandate, these users will be required to create an FMCSA Portal account and use

Login.gov to access their L&l e-Filer account page going
forward.

Note: No changes are being made to the L&l e-Filer
account system or in the way you file proof of
insurance/BOC-3 designations.

This user guide includes step-by-step instructions to help
insurance companies, financial institutions, and Blanket
Agents (BOC-3 filers) register for an FMCSA Portal
account.

Benefits of using the FMCSA Portal and Login.gov
include:

1. Increased security: Your account will now be
protected by MFA, ensuring that only you can
access your information.

wn

access your account.

Register for
an FMCSA
Portal
Account

Create a

Login.gov
Account

e
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Insurance Filers: If
you don’t have an
existing
Account/Filer
Number or L&I
UserName, please
see the instructions
on the FMCSA
Insurance Filinq
Requirements
webpage to register
for an e-Filer
account first.

Easy access: You will log in via the FMCSA Portal using your Login.gov account.
No more L&l passwords: You will no longer need to manage L&l password(s) to

Access e-
Filer
Account as
usual


https://portal.fmcsa.dot.gov/login
https://login.gov/create-an-account/
https://li-public.fmcsa.dot.gov/LIVIEW/pkg_menu.prc_menu
https://www.fmcsa.dot.gov/registration/insurance-filing-requirements
https://www.fmcsa.dot.gov/registration/insurance-filing-requirements
https://www.fmcsa.dot.gov/registration/insurance-filing-requirements

FMCSA PORTAL REGISTRATION FOR INSURANCE FILERS

Insurance Filers Overview

Once you have an Account or Filer number assigned to you by FMCSA, you will follow
this guidance to establish your FMCSA Portal Account to access your L&l e-Filer
account. The person responsible to administer the filer account will have administrative
rights to approve other users to file on behalf of the company (sub-filers).

Insurance Filers may have one of the below account

types:
Main account: A main account is typically assigned to
an Insurance Company or Financial Institution, which
holds the authority to issue policies. This account has
administrative rights to manage Sub-Filer access.
Main account holders are required to approve Sub-
Filer access request.

FMCSA will
approve Main and
Branch accounts
within 2 business

days.
Main and Branch

. . account holders are
Branch account: Same as a main account, but the .
- . responsible to
last digits of the filer account number are greater

than 00 (i.e., 11111-01, 22222-02). a”,{.’i;:;";/c ‘ii"lx? fs”b'

These can be
approved via the
L&l e-Filer account.

Branch account holders have several accounts under
one L&l UserName. You only need to register once,
using one of the account numbers. The same L&l
UserName cannot be used for multiple FMCSA Portal
accounts. The access to all your accounts on your e-
Filer account will not change.

Sub-account: These are authorized users to making filings on behalf of the main
account’s authority. This user is linked to a main filer account and does not have
access to manage Sub-Filer access. Sub-account holders must work with the main
filer(s) to get their accounts approved. One Sub-Filer account can be linked to
multiple main accounts.

e
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FMCSA Portal Registration Process for Main or Branch Accounts

1. Visit the FMCSA Portal website https://portal.fmcsa.dot.gov/login

2. From the login page, select the option to register for a portal account:

Login to Access the FMCSA Portal

To ensure your Login.gov account is correctly linked to your Portal user
roles, use your Portal e-mail address when you create your Login.gov
account.

Sign in with Login.gov

Are you a DOT employee or contractor that has a PIV card? Use the link
below to login with MyAccess.
Launch MyAccess

To register for a porial accoint, please click here. |

To access portal iraining, please click here

ent information system. This information system. including all related equipment, networks|

3. Select “Sign in with Login.gov”

Registration

To request a portal account please authenticate with Login gov. If you
have a DOT email. please authenticate with MyAccess.

Sign in with Login gov
Launch MyAccess

4. On the Login.gov sign in screen, enter your email address and password; or click
“Create an account”.

Note: If you have multiple main accounts, you must have a separate Login.gov
account for each L&l UserName.

8o

FMCSA Fortal is using Login.gov
to sllow vou oo sign In to your
accaunt setely and securaly.

Sign In for exlsting users

Lorwi, addruny

Q
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Once in the portal follow steps 1 through 6 to complete the account request.
5. Step 1: Under “Other User,” select the corresponding User Type and click Next:

e Main account: A main account is typically assigned to an Insurance Company
or Financial Institution, which holds the authority to issue policies. This account
has administrative access to manage Sub-Filer access. Main account holders
are required to approve Sub-Filer access requests.

« Branch account: Same as a main account, but the last digits of the filer account

number are greater than 00 (i.e., 11111-01, 22222-02).

step @HD--@-B-®

FMCSA Portal Accounts are available for different types of users. Please select if you would like an account as a "Company”™,
"Enforcement”, or "Other” user based on the information listed below.

Company User '@ Enforcement User & Other User
_) Company Employee or an Associate of a Company _) Federal, State, and Third Party Enforcement Employees ® Main Filer (Insurance/Financial Institution)
use this option if your filer number ends with a
-00)

_) Branch Filer (Insurance/Financial
Institution)

use this option if your filer number ends in
anything but a -00)

_) Sub-Filer (Insurance/Financial Institution)
use this option if you are a sub-filer of a main
filer)

_ BOC3Filer

2 BOC3 Sub-Filer

use this option if you are assigned as a sub-
filer of a BOC3 filer)

6. Step 2: Enter your existing e-Filer account information: Filer Number, Branch
Number, and L&l Username. After you enter your information, click Next.
Note: The Filer Number and Username must correspond to each other.
Otherwise, you will get an error message and will not be able to register.

If you don’t have this information, contact the FMCSA Insurance Division
(FMCSAInsurance@dot.gov).

step W)-H2-R3)-D-5-®

Insurance and Financial Institution Filers must provide a filer number and existing L&l username for an account request to be
processed.

*Filer Number:
*Branch Number:

*L&I Username:

<< Back Next >> Cancel

@
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7. Step 3: Enter your personal information, the User ID, and click Next:
Note: The User ID will be the Login.gov email address.

*Indicates Required Information
Step 0 9 @ 0 @ Please Note: Special characters { }[ ]| * " can not be used in personal information

Please enter the information below.

Personal Information 2

*First Name: |

Middle Name: |

*Last Name: |

urrrc: ()

[<<Back] [Next>>] [Cancel]

8. Step 4: Enter the Insurance or Financial Institution Name then click Next.
Note: The Company Legal Name should match your filer account information.

*Indicafes Required Information
Step O)HD--@O-® Pieace Note: Special characiers } 1] * oan not be used in personal informaton

Please enter the information below.

Work Information &

“Company Legal Name

*Phone &: + | d ‘) ‘

| << Back | | Next >> | | Cancel

9. Confirmation page: The message indicates the account request will be in a
pending status. FMCSA will validate and approve accounts within two (2)
business days.

Pending

Your main eFiler account request 1s pending final approval. Please wait 2
business days before reaching out to FMCSA Registration's team:
FMSCAInsurance@dot.gov for confirmation of approval.

Exit

@
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Decision: Once the account is approved/denied, FMCSA will send you a notification via
email.

Accessing Your e-Filer Account Via the FMCSA Portal

To access your L&l e-Filer account:

1. Go to the FMCSA Portal (https://portal.fmcsa.dot.gov/login) webpage and click
“Sign in with Login.gov”.

2. Enter your Login.gov credentials.

3. Select your Filer account from the System List.

Welcome, asdf asdf

System List
Click on the available system to go to it.

. L&I - Insurance | Eiler Number: 1-1

FMCSA PORTAL REGISTRATION FOR INSURANCE SUB-FILERS

Insurance Sub-Filers Overview

Sub-Filers are users authorized to making filings on behalf of the insurance company.

This user is linked to a main filer account and does not have access to manage user’s
access. Sub-account holders must work with the main filer(s) to get their FMCS Portal

accounts approved. One sub-filer account can be linked to multiple main accounts, but
each main account will have to approve their access.

Before registering for an FMCSA Portal Account, notify the main account holder so they
are prepared to approve your request. FMCSA does not approve sub-filer accounts.

FMCSA Portal Registration Process

1. Visit the FMCSA Portal website https://portal.fmcsa.dot.gov/login.

@

U.S. Department of Transportation
Federal Motor Carrier Safety Administration


https://portal.fmcsa.dot.gov/login
https://portal.fmcsa.dot.gov/login

2. From the login page, select the option to register

for a portal .
acco Ent Login to Access the FMCSA Portal hT’;Z ma’;: a?g%unt
’ oiaer snou ave
To ensure your Login.gov account is correctly linked to your Pm'_ml user
roles, s your Pl -l addrss when s et your Logingn an appro ved
Sienin with Login gov FMCSA Portal
Are you a DOT empll;:e);if‘.o[rnc]oor;tir:i\l:i)[rl]d:h;;,ga‘:sczsl:w card? Use the link A cco unt before the
— 7“1”‘*! . Sub-Filer registers.
o register for a pertal account, please click here. -
To access portal training, please elick here. SUb-.F’Iers .ShOll.I d
A — N notify their main

account holder(s)
before and after

they register. Main

Registration account holders

will approve Sub-
To request a portal account please authenticate with Login. gov. If vou g pp
have a DOT email please authenticate with MyAccess. Filer accounts.

3. Select “Sign in with Login.gov.”

Sign 1n with Login gov
Launch MyAccess

4. On the Login.gov sign in screen, enter your email address and password; or click
“Create an account.”
Note: Sub-Filers only need one account to access - .
: . 8 e ©
multiple e-Filer accounts. =
FMCSA Portal is using Login.gov

to llow yau to Sign i ta your
account eately and securaly.

Shgn In Tor existing users

Lores, wdramy

Once in the portal follow steps 1 through 6 to complete the account request.

Q
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5. Step 1: Under “Other User,” select the option “Sub-Filer (Insurance/Financial
Institution)” and click Next.

step Q-O0--D-EG®

FMCSA Portal Accounts are available for different types of users. Please select if you would like an account as a “Company™, “Enforcement”, or
"Other" user based on the information listed balow:.

Company User @ Enforcement User @ Other User

Company Employee or an Associate of a Company Federal, State, and Third Party Enforcement Employees ) Main Filer (Insurance/Financial Institution)

se this eplion if your filer number ends with a

Branch Filer (Insurance/Financial Institution)
your filer number ends in

(Insurance/Financial Institution}

use this option if you are a sub-filer of a main fila
D BOC3Filer
BOC3 Sub-Filer

you are assigned as a sub-filer of

6. Step 2: Provide the insurance main account’s Filer Number and the Branch
number for the account(s) you wish to be linked to, click Add Number, and then
click Next.

Note: The Branch number are the two digits after the dash: 11111-01.
Step

Insurance and Financial Institution Sub-Filers must provide at least one filer number for an account request to be
processed.

*Filer Number: |10000]

*Branch Number: |01 Add Number

Remove Number

| <<Back | | Next>>] | Cancel |

7. Step 3: Enter your personal information and then click Next.

*Indicates Required Information
Step 0 @ 8 0 6 Please Note: Special characters { }[]| * " can not be used in personal information

Please enter the information below.

Personal Information &

*First Name: | |

Middie Name: | |

*Last Name: | |

N —

[<<Back] [Next>>] [Cancel]

Q
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8. Step 4: Enter your work information and then click Next.

step OH2--@D-G

Please enter the information below.

*Indicates Required information
Please Note: Special characters { }[]| * * can not be used in personal information

Work Information &

“Company Legal Name

*Phone #: o | d |) |

| <<Back| [Next>>] [ Cancel |

9. Confirmation page: You must reach out to the main account holder(s) to have

your account approved.

Pending

Your sub-eFiler account request is pending final approval. Please reach out
to your main account holder for a status of your approval.

Exit

Accessing Your e-Filer Account Via the FMCSA Portal

To access your L&l e-Filer account(s):

1.

w N

@

Go to the FMCSA Portal (https://portal.fmcsa.dot.gov/login) webpage and click

“Sign in with Login.gov.”

Enter your Login.gov credentials.

Select a Filer account from

the System List.

You also have the option to request access to other filer accounts.

U.S. Department of Transportation
Federal Motor Carrier Safety Administration
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https://portal.fmcsa.dot.gov/login

a. See “Subfilers may request additional filer numbers here.”

U.S. Department of Transportation
Federal Motor Carrier Safety Administration
FMCSA Portal

‘elcome, Subfiler test

System List

Click on the available system to go 1o it.

LI - Insurance | Filer Number: 28642
LI - Insurance | Filer Number: 28697

Subfilers may request additional filer numbers liere.

FMCSA PORTAL REGISTRATION FOR BOC-3 FILERS

BOC-3 Filer Overview

All BOC-3 Filers must create an FMCSA Portal account and use Login.gov to access
their e-Filer account page. There are two types of users:

BOC-3 Main Filers: This user is a registered Blanket
Agent with the ability to file BOC-3 Forms. This
account has administrative access to manage Sub-
Filer access. Main account holders are required to
approve Sub-Filer access request.

FMCSA will
approve Main filer
accounts within two
(2) business days.
Main account
holders are
responsible to
approve/deny Sub-
filer accounts.
These can be
approved via the
L&l e-Filer account.

BOC-3 Sub-Filers: This user is linked to a BOC-3
main filer account and does not have access to
manage Sub-Filer access. Sub-account holders must
work with the main filer(s) to get their accounts
approved. One sub-filer account can be linked to
multiple main accounts.

FMCSA Portal Registration Process

1. Visit the FMCSA Portal website https://portal.fmcsa.dot.gov/login.

@
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https://portal.fmcsa.dot.gov/login

2. From the login page, select the option to
register for a portal account.

Login to Access the FMCSA Portal

To ensure your Login.gov account is correctly linked to your Portal user
roles, use your Portal e-mail address when you create your Login.gov
account.

Sign in with Login.gov

Are you a DOT employee or contractor that has a PIV card? Use the link
below to login with MyAccess.
Launch MyAccess

To register for a porial account, please click here. |

To access portal training, please click here.

ent information system. This information system. including all related equipment, networks,

3. Select “Sign in with Login.gov.”

Registration

To request a portal account please authenticate with Login. gov. If vou
have a DOT email please authenticate with MyAccess.

Si1gn 1n with Login gov
Launch MyAccess

4. On the Login.gov sign in screen, enter your email address and password; or click
“Create an account.” >
Note: If you have multiple main accounts, you must 8 e ®
have a separate Login.gov account for each existing L&l | rucss rortatis wsne Lozinizon
UserName_ ta sllow yau to 110 T our

account sately and securaly.

5. Step 1: Under “Other User,” select “BOC-3 Filer” and click Next:
BOC-3 Main Filers: This user is a registered Blanket Agent with the ability to file
BOC-3 Forms. This account has administrative access to manage Sub-Filer
access. Main account holders are required to approve Sub-Filer access request.

@
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step -0-0-@-G-®

FMCSA Portal Accounts are available for different types of users. Please select if you would like an account as a
"Company"”, "Enforcement”, or "Other” user based on the information listed below,

Company User &

Enforcement User & Cther User
) Company Employee or an Associate of a Company ) Federal, State, and Third Party Enforcement Employees ) Main Filer {Insurance/Financial
Institution)
(use this option if your filer number ends

with a -00)

) Branch Filer (Insurance/Financial

Institution)
{use this option if your filer number ends in
anything but a -00)

) Sub-Filer (Insurance/Financial
Institution)
{use this option if you are a sub-filer of a

main filer)
) BOC3Filer

) BOC3 Sub-Filer
(use this oplion if you are
sub-filer of a B

Next>>

6. Step 2: Enter your existing e-Filer account information: Filer Number and L&l
Username. After you enter you account information, click Next.
Note: The Filer Number and Username must correspond to each other.
Otherwise, you will get an error message and will be unable to register.

If you don’t have this information, contact the FMCSA Insurance Division
(FMCSAInsurance@dot.gov).

step -Q-O-@-G-®

Insurance and Financial Institution Filers must provide a filer number and existing L&l username for an account request to be processed.

Filer Number: [ ]

FL&I Username:

Q
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7. Step 3: Enter your personal information, the User ID, and click Next.

Note: The User ID will be the Login.gov email address.

Step O--Q-@-G

Please enter the information below.

*Indicates Required Information

Please Note: Special characiers { }[]| " " can not be used in personal information

Personal Information

=l

*First Name: |

Middle Name: |

*Last Name: |

wrer: (]

[<<Back]| [Next>>] [cCancel]

8. Step 4: Enter the Insurance or Financial Institution Name then click Next:
Note: The Company Legal Name should match your filer account information.

step WD

*Indicaies Required information

Please Note: Special characters { }[]|* * can not be used in personal information

Please enter the information below.

Work Information

“Company Legal Name

*Phone &: 0! ‘ d |)‘ |

)

| << Back | [Next>>| | Cancel

9. Confirmation page: The message indicates the account request will be in a
pending status. FMCSA will validate and approve accounts within two (2)

business days.

Pending

Your main eFiler account request is pending final approval Please wait 2
business days before reaching out to FMCSA Registration's team:
FMSCATInsurance@dot.gov for confirmation of approval.

Exit

@
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Accessing Your e-Filer Account Via the FMCSA Portal

To access your L&l e-Filer account:

1. Go to the FMCSA Portal (https://portal.fmcsa.dot.gov/login) webpage and click
“Sign in with Login.gov.”

2. Enter your Login.gov credentials.

3. Select your Filer account from the System List.

System List

Click on the available system to go to it.

. L&I - BOC3 | Filer Number: 18798-0

FMCSA PORTAL REGISTRATION FOR BOC-3 SUB-FILERS

BOC-3 Sub-Filers Overview

BOC-3 Sub-Filers are linked to a BOC-3 main filer account and does not have access to
manage Sub-Filer access. Sub-account holders must work with the main filer(s) to get
their accounts approved. One sub-filer account can be linked to multiple main accounts.

Before registering for an FMCSA Portal Account, have your Filer account number and
your L&l Username ready. Also, notify the main account holder, so they are prepared to
approve your request. FMCSA does not approve sub-filer accounts.

@
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FMCSA Portal Registration Process

1. Visit the FMCSA Portal website https://portal.fmcsa.dot.gov/login

2' From the Iogln Login to Access the FMCSA Portal
pag e ’ Se | eCt th e To ensure your Login.gov account is correctly linked to your Portal user i
t' t H t roles, use your Portal e-mail address when you create your Login.gov The maln account
;)p ion cr)t rlegls er O holder should have
o r a po a Are you a DOT employee or ccnl_ra:ll?l that has a PIV card? Use the link an appro Ved
account. e e~ FMCSA Portal
To register for a portal account, please click here. | A ccou nt befo re the
To access portal training. please click Jiere. Sub-FiIer registers,
fent information system. This information system, including all related equipment, networks| S u b_ Fi Ie rs S h ou Id
notify their main
3. Select “-Sign in with Login.gov.” account holder(s)
Registration before and after
they register. Main
To request a portal account please authenticate with Login gov. If you
have a DOT email, please authenticate with MyAccess. a?count holders
will approve Sub-
Sign in with Login gov Filer accounts.
Launch MyAccess

4. On the Login.gov sign in screen, enter your email address and password; or click
“Create an account.”

Note: Sub-Filers only need one account to access multiple e-Filer accounts.

8 e®

FMCSA Portal is using Logingoy
£ (Lo wou to SIEN N ta your
account sately and securaly.

Shgn In Tor existing users

Lrrms, wddram

Q
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5. Step 1: Under “Other User,” select the option “Sub-Filer (Insurance/Financial
Institution” and click Next.

step Q-O0--D-EG®

"Other” user based on the information listed balow:.

Company User @

Company Employee or an Associate of a Company

FMCSA Portal Accounts are available for different types of users. Please select if you would like an account as a “Company™, “Enforcement”, or

Enforcement User @

Federal, State, and Third Party Enforcement Employees

Other User

) Main Filer (Insurance/Financial Institution)
use oplion if your filer number ende with a

Filer (Insurance/Financial Institution)
on if your filer number ends in
00)

® Sub-Filer (Insurance/Financial Institution}
use this option if you are a sub-filer of a main file

) BOC3Filer
) BOC3 Sub-Filer
use if you are ass

a BC

6. Step 2: Provide the BOC-3 main account’s Filer Number and then click Next.

“Filer Number

Step D-2-3-@-G-®

Insurance and Financial Institution Sub-Filers must provide at least one filer number for an account request to be processed

7. Step 3: Enter your personal information and click Next.

step D--3-@-G

Please enter the information below.

*Indicates Required Information
Please Note: Special characters {}[]] " " can not be used in personal information

Personal Information '@

*First Name: |

Middle Name: |

*Last Name: |

usero: ()

[<<Back] [Next>>] [Cancel]

Q
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8. Step 4: Enter your work information then click Next.

step O---D-B

Please enter the information below.

*Indicates Required Information
Please Note: Special characters { }[ ]| * * can not be used in personal information

Work Information ‘&

*Phone #: +| ‘ d |)|

“Company Legal Name

| <<Back | [ Next>>]| [Cancel|

9. Confirmation page: You must reach out to the main account holder(s) to have
your account approved.

Pending

Your sub-eFiler account request is pending final approval. Please reach out
to your main account holder for a status of your approval.

Exit

Accessing Your e-Filer Account Via the FMCSA Portal

To access your L&l e-Filer account(s):

1.

w

@

“Sign in with Login.gov.”

Enter your Login.gov credentials.
Select a Filer account from the System List.
You also have the option to request access to other filer accounts.

Go to the FMCSA Portal (https://portal.fmcsa.dot.gov/login) webpage and click

System List

Click on the available system to go to it.

L&I - BOC3 | Filer Number: 18798-0

| Subfilers may request additional filer numbers here.

U.S. Department of Transportation
Federal Motor Carrier Safety Administration
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CONTACT US
FMCSA CONTACT CENTER

If you need assistance with the FMCSA Portal registration process, please contact the
FMCSA Contact Center via the Ask FMCSA

Webpage: https://www.fmcsa.dot.gov/registration/ask-fmcsa (email and chat is
available) or call 1-800-832-5660.

If you need assistance to obtain an e-Filer account, please contact the FMCSA
Financial Responsibility Division at FMCSAInsurance@dot.gov.

@
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