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Question: What is an authentication value?

Answer: The purpose of the authentication value is to provide a mechanism for cross-checking a transmitted electronic logging device (ELD) file’s authenticity. Below is one example of a pseudo-algorithm that could serve as the basis for generating an ELD authentication value:
1. Extract some subject of the final ELD output file. This could be as little as a few fields or as much as the entire file (minus the ELD Authentication Value). Including the ELD Registration ID would satisfy the requirement that the ELD Authentication Value verify the ELD that generated the value.
2. Use a standard signing algorithm. Generate a signature for this content using one of the certificates submitted during ELD registration.
3. Convert this binary signature to a string using a string encoding algorithm that does not use any of the ELD reserved characters (comma—ASCII 44 and carriage return—ASCII 13).

Contact Info: FMCSA ELD Information, 1-800-832-5660 or ELD@dot.gov. 
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