Guidance on Clearinghouse security
Q&A
How is driver data protected in the Clearinghouse?

Guidance: 
The Federal Motor Carrier Safety Administration (FMCSA) takes the protection of personal information very seriously. The Clearinghouse will meet all relevant Federal security standards and FMCSA will verify the effectiveness of the security protections on a regular basis. 

· Clearinghouse information is not available to the public; only authorized users are able to register and access the Clearinghouse for designated purposes. See 49 CFR 382.723.
· The Clearinghouse requires authentication, via a login.gov username and password, to access records. Login.gov, a shared service which offers secure online access to participating government systems, also requires the completion of a user verification process to ensure the proper person is using those credentials.
· Drivers registered in the Clearinghouse can access their Clearinghouse records at any time, and at no cost to them. Drivers may only access their own information, not information about other drivers. See 49 CFR 382.709.
· FMCSA will only share detailed drug and alcohol violation information with a prospective or current employer, and/or their designated consortium/third-party administrator (C/TPA), when an employer or designated C/TPA has requested and received specific consent from the driver. See 49 CFR 382.703. Drivers will be able to see the information that would be released to an employer before consenting to the release.

Driver information will only be used by FMCSA and other enforcement agencies as required to enforce drug and alcohol testing regulations. See 49 CFR 382.723(d).

